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ABSTRACT

As machine learning black boxes are increasingly being deployed in

domains such as healthcare and criminal justice, there is growing

emphasis on building tools and techniques for explaining these

black boxes in an interpretable manner. Such explanations are be-

ing leveraged by domain experts to diagnose systematic errors and

underlying biases of black boxes. In this paper, we demonstrate that

post hoc explanations techniques that rely on input perturbations,

such as LIME and SHAP, are not reliable. Specifically, we propose

a novel scaffolding technique that effectively hides the biases of

any given classifier by allowing an adversarial entity to craft an

arbitrary desired explanation. Our approach can be used to scaffold

any biased classifier in such a way that its predictions on the input

data distribution still remain biased, but the post hoc explanations

of the scaffolded classifier look innocuous. Using extensive evalu-

ation with multiple real world datasets (including COMPAS), we

demonstrate how extremely biased (racist) classifiers crafted by our

framework can easily fool popular explanation techniques such as

LIME and SHAP into generating innocuous explanations which do

not reflect the underlying biases.
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INTRODUCTION

Owing to the success of machine learning (ML) models, there has

been an increasing interest in leveraging these models to aid de-

cision makers (e.g., doctors, judges) in critical domains such as

healthcare and criminal justice. The successful adoption of these

models in domain-specific applications relies heavily on how well

decision makers are able to understand and trust their functionality

[6, 14]. Only if decision makers have a clear understanding of the

model behavior, can they diagnose errors and potential biases in

these models, and decide when and how much to rely on them.

However, the proprietary nature and increasing complexity of ma-

chine learning models makes it challenging for domain experts to

understand these complex black boxes, thus, motivating the need for

tools that can explain them in a faithful and interpretable manner.

As a result, there has been a recent surge in post hoc techniques

for explaining black box models in a human interpretable manner.

One of the primary uses of such explanations is to help domain

experts detect discriminatory biases in black box models [11, 24].

Most prominent of these techniques include local, model-agnostic

methods that focus on explaining individual predictions of a given

black box classifier, including LIME [20] and SHAP [15]. These

methods estimate the contribution of individual features towards a

specific prediction by generating perturbations of a given instance

in the data and observing the effect of these perturbations on the

output of the black-box classifier. Due to their generality, these

methods have been used to explain a number of classifiers, such

as neural networks and complex ensemble models, and in various

domains ranging from law, medicine, finance, and science [7, 10, 25].

However, there has been little analysis of the reliability and robust-

ness of these explanation techniques, especially in the adversarial

setting, making their utility for critical applications unclear.

In this work, we demonstrate significant vulnerabilities in post

hoc explanation techniques that can be exploited by an adversary to

generate classifiers whose post hoc explanations can be arbitrarily

controlled. More specifically, we develop a novel framework that

can effectively mask the discriminatory biases of any black box

classifier. Our approach exploits the fact that post hoc explanation

techniques such as LIME and SHAP are perturbation-based, to cre-

ate a scaffolding around any given biased black box classifier in

such a way that its predictions on input data distribution remain





intuition behind our approach. Lastly, we present the technical

details of our approach along with a discussion of some of our

design choices and implementation details.

Preliminaries

Setting: Assume that there is an adversary with an incentive to

deploy a biased classifier f formaking a critical decision (e.g., parole,

bail, credit) in the real world. The adversary must provide black

box access to customers and regulators [19], who may use post hoc

explanation techniques to better understand f and determine if f is

ready to be used in the real world. If customers and regulators detect

that f is biased, they are not likely to approve it for deployment.

The goal of the adversary is to fool post hoc explanation techniques

and hide the underlying biases of f .

Input: The adversary provides the following to our framework:

1) the biased classifier f which they intend to deploy in the real

world and, 2) an input datasetX that is sampled from the real world

input data distribution Xdist on which f will be applied. Note that

neither our framework nor the adversary has access to Xdist .

Output: The output of our framework will be a scaffolded classifier e

(referred to as adversarial classifier henceforth) that behaves exactly

like f when making predictions on instances sampled from Xdist ,

but will not reveal the underlying biases of f when probed with

leading post hoc explanation techniques such as LIME and SHAP.

Intuition As discussed in the previous section, LIME and SHAP

(and several other post hoc explanation techniques) explain indi-

vidual predictions of a given black box model by constructing local

interpretable approximations (e.g., linear models). Each such local

approximation is designed to capture the behavior of the black box

within the neighborhood of a given data point. These neighbor-

hoods constitute synthetic data points generated by perturbing

features of individual instances in the input data. However, in-

stances generated using such perturbations could potentially be

off-manifold or out-of-distribution (OOD) [16].

To better understand the nature of the synthetic data points gen-

erated via perturbations, we carried out the following experiment.

First, we perturb input instances using the approach employed by

LIME (See previous section). We then run principal component anal-

ysis (PCA) on the combined dataset containing original instances

as well as the perturbed instances, and reduce the dimensionality to

2. As we can see from Figure 1, the synthetic data points generated

from input perturbations are distributed significantly differently

from the instances in the input data. This result indicates that de-

tecting whether a data point is a result of a perturbation or not is

not a challenging task, and thus approaches that rely heavily on

these perturbations, such as LIME, can be gamed.

This intuition underlies our proposed approach. By being able

to differentiate between data points coming from the input dis-

tribution and instances generated via perturbation, an adversary

can create an adversarial classifier (scaffolding) that behaves like

the original classifier (perhaps be extremely discriminatory) on the

input data points, but behaves arbitrarily differently (looks unbi-

ased and fair) on the perturbed instances, thus effectively fooling

LIME or SHAP into generating innocuous explanations. Next, we

formalize this intuition and explain our framework for building

adversarial classifiers that can fool explanation techniques.

Building Adversarial Classifiers Let f be the biased classifier

described earlier. The adversary would like to design a framework

such that if and when end users generate explanations of this black

box, post hoc techniques can be fooled into thinking that the model

is innocuous. Recall that the real world data on which this classifier

is likely to be applied follows a distribution Xdist , and X is a set

of N data points sampled from this distribution that the adversary

has access to. To fool the post hoc techniques, the adversary could

design an adversarial classifier that exhibits biased behavior on

instances sampled from Xdist , and remain unbiased on instances

that do not come from Xdist . Since the feature importances output

by LIME and SHAP rely heavily on perturbed instances (which may

typically be OOD samples, e.g. Figure 1), the resulting explanations

will make the classifier designed by the adversary look innocuous.

Assuming ψ is a unbiased classifier (e.g., makes predictions

based on innocuous features that are uncorrelated with sensitive

attributes), the adversarial classifier e takes the following form:

e(x) =

{

f (x), if x ∈ Xdist

ψ (x), otherwise

In order to create such a classifier, we need to be able to decide

whether a given data point x comes from Xdist or not.

Detecting OOD Samples To build a classifier is_OOD that de-

tects if a given data point is an out-of-distribution (OOD) sample

(is_OOD(x) = True) or not, we construct a new dataset from the

instances in X. Specifically, we perturb (more details in Experimen-

tal Evaluation) each instance x in X to generate a new instance xp .

Let us denote the set of all the instances generated via perturbation

as Xp . The instances in X are then assigned the class label False

indicating that they are not OOD samples, while the instances in

Xp are assigned the class label True (indicating that they are OOD

samples) unless they are already inX. We then train an off-the-shelf

classifier on the combined dataset X ∪ Xp and their corresponding

class labels (assigned as discussed above).

EXPERIMENTAL RESULTS

In this section, we discuss the detailed experimental evaluation of

our framework. First, we analyze the effectiveness of the adversarial

classifiers generated by our framework. More specifically, we test

how well these classifiers can mask their biases by fooling multiple

post hoc explanation techniques. Next, we evaluate the robustness

of our adversarial classifiers by measuring how their effectiveness

varies with changes to different parameters (e.g., weighting ker-

nel, background distribution). Lastly, we present examples of post

hoc explanations (both LIME and SHAP) of individual instances

in the data to demonstrate how the biases of the classifier f are

successfully hidden.

Datasets We experimented with multiple datasets pertaining to

diverse yet critical real world applications such as recidivism risk

prediction, violent crime prediction, and credit scoring. Below, we

describe these datasets in detail (See Table 1 for detailed statistics).

Our first dataset is the COMPAS dataset which was collected by

ProPublica [2]. This dataset captures detailed information about

the criminal history, jail and prison time, demographic attributes,

and COMPAS risk scores for 6172 defendants from Broward Couty,









necessarily faithful to the underlying models and present corre-

lations rather than information about the original computation.

Ghorbani et al. [8] show that some explanation techniques can be

highly sensitive to small perturbations in the input even though the

underlying classifier’s predictions remain unchanged. Mittelstadt

et al. [16] note that perturbation points created in LIME and SHAP

are not at all intuitive, especially in case of structured data.

Adversarial Explanations There has been some recent research

on manipulating explanations in the context of image classification.

Dombrowski et al. [5] show that by modifying inputs in a way that

is imperceptible to humans, they can arbitrarily change saliency

maps. Heo et al. [9] also propose similar attacks on saliency maps.

Interpretability and Bias Detection Doshi-Velez and Kim [6] ar-

gue that interpretability can help us evaluate if a model is biased or

discriminatory. On the other hand, Lipton [14] posits that post hoc

explanations can never definitively prove or disprove unfairness

of any given classifier. Selbst and Barocas [23] and Kroll et al. [12]

show that even if a model is completely transparent, it is hard to

detect and prevent bias due to the existence of correlated variables.

More recently, Aivodji et al. [1] demonstrate that post hoc expla-

nations can potentially be exploited to fairwash i.e., rationalize

decisions made by an unfair black-box model.

CONCLUSIONS AND FUTUREWORK

We proposed a novel framework that can effectively hide discrimi-

natory biases of any black box classifier. Our approach exploits the

fact that post hoc explanation techniques such as LIME and SHAP

are perturbation-based to create a scaffolding around the biased

classifier such that its predictions on input data distribution remain

biased, but its behavior on the perturbed data points is controlled

to make the post hoc explanations look completely innocuous. Ex-

tensive experimentation with real world data from criminal justice

and credit scoring domains demonstrates that our approach is ef-

fective at generating adversarial classifiers that can fool post hoc

explanation techniques, finding that LIME is more vulnerable than

SHAP. Our findings thus suggest that existing post hoc explana-

tion techniques are not sufficient for ascertaining discriminatory

behavior of classifiers in sensitive applications.

This work paves way for several interesting future research

directions in ML explainability. First, it would be interesting to sys-

tematically study if other classes of post hoc explanation techniques

(e.g., gradient based approaches) are also vulnerable to adversarial

attacks. Second, it would be interesting to develop new techniques

for building adversarially robust explanations that can withstand

attacks such as the ones outlined in this work.
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